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a) Explain bow a SYN-{lood can result ina denial of servicee attack. (6 wrearks )

b) Give an example of a C program that contains a stack smashing attack. Assuming that

o

1)

e)

you have available a suitable input string thal can generate this attack in your program,
explain bow it might be nsed to compromise a system. (6 marks)

Alice inclides the current directory . " in her shell path on the csi.uce.ie Unix server:
PATH = .:/usr/lecal/bin:/fusr/bin:/Mbin: fusr/A11RE6/bin: /usr/1ib/java/bin
How wight an attacker use this to compromise Alice’s aceount? [ rmarks)

Clive an exonple of an iptables Grewall policy that contains a shadowing anomaly, Explain
VUL AISWEL, [ 6 rreaarhes )
What s a botnet?  Woulld o Hrewall prevent the operation of a hotuet?  Explain vour
ALEWET. [0 wroarks )

(30 Tobul murks)

. When a elient visits http://stockbroker. com/SMgmt . jar, o stock management application

is downloaded and executes o the client’s Joava VM. This application wses (AW access) a local
lile portfolio on the client’s workstation to store data on the client’s stocks, The stockbroker
provides a farther Java application Summary . jar that retirns stock sumtnary detail based on

thie data it reads from the local client partfalio file.

al

[}

Write Java security policy rule(s) that permit the stockbroker’s applications to have Uhe
necessary aceess Lo Lhe portlolio lile, [T rmarks)

A third party Java application http: //ragtag. com/Advice. jar provides advice Brased on
a stock portfolio summary. When execnting in the client Javia VML it jnvolkes Sunmary, jar
(Mvom stockbroker] and senerates investment advice based on the sommacy data,

Outline how Lhe Javi security manager can be nsed Lo ensace that this adviee application
iy ol have divect access to 1he portfelie file, but may still generate its advies by
invoking Summary. jar. Your ansgwer should inelude: a suitable Java security poliey:; an
outline of how a new Java permission is declared and used by Summary . jar, and whether
Summary . jar should be treated as o privileged operation. { 1) sarhs )

The stockbroker decides that it will no longer nse mobile code and, instead, hosts client
data and application excontion on its own servers. SMgmt and Summarcy Twecome network

services Lo which clients and ragtap may divect their reguests.

Outline how o Trust Management system conlid he nsed to control elient access to these
services. You answer should inelnde exarples of snitable KeyNote eredentials. ( 00 moarks)

(25 Total wreacks)
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stockbroker in Question 2 mwwves to olfer banking services o addition to stockbroking

services, For simplicity, all elient data records are managed in database table Blid, elient, data)
whereby each record of {(hauk or stoek) dafa has o undgue identilier f (prinarcy key). Strict
separation (o information How) between banking and stock data is vequired. A Chinese Wall
policy is applied Lo banking and stockbroking divisions: an employee may only aceess hanking
data or stock data, bul not both.

a)

Describe how multilevel seenrity (MLS) can provide a high-degree of assurance for this
system. Your answer should include a revised database table (with sample tuples), rules
Lhat govern table querying and insertion, and sample emploves elearances. {17 marks)

Give an example of a coverl channel that permits a Trojan Horse to signal fwo bils of
stock data to an employee in the banking division, Deseribe how the channel shonld be
elosed. (3 trirks)
A bresch of the Chinese Wall/lailure of the security mechanism in Question 3(a) wonled
cost the stockbroker €500,000 in fines awd loss of reputation, The stockbroker has a
cholce: either host both banking and stocks serviees on a single high-assurance MLS systom
(costing €5,000) following the desizn in Pact {a), or host stocks on one conventional server
and and banking on o separate conventional server (each costing €250). The probabilily
of such an attack on the conventional systems configuration is (LOL; this is reduced to
0,001 if the MLS conlipnration is used instewd. Use Lhis information o carry out a flisk
Assessrend and advise the stockbroker on the best aption.

Suppose that insuranee could be purcliased for €500 per antum (regardless of system) that
covered 200,000 in the cvent of 4 seenrity fadbure. How wonld von revise vour advice?
(I roerks )

{28 Tolal marks)
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